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Preamble
Koongo takes the online privacy of its visitors and customers very seriously. This Privacy Policy (hereinafter referred to as the ‘Privacy Policy’) sets out
the principles and procedures for the processing of personal data and customer rights, in accordance with Regulation (EU) 2016/679 of the European
Parliament,  (hereafter referred to as the "GDPR") and of the Council of 27 April 2016 on the protection of individuals with regard to the processing of
personal data and on the free movement of such data and repealing Directive 95/46 / EC (hereafter "the Regulation"), and Act No. 480/2004 Coll., on Certain
Information Society Services, as amended.

The Koongo websites (.com, .de, .nl, .dk, .es, .gr) , online store store.koongo.com and hosted online application my.koongo.com (hereafter referred to as the “Service”
or “Services”) are owned and operated by NoStress Commerce s.r.o., a Czech registered company at the Czech Chamber of Commerce with number 28977475
located at Vyšehradská 1349/2, Praha 2, Czech Republic (hereafter referred to as “Koongo”, “we” or “us”), in accordance with this Privacy Policy.

This Privacy Policy govern your use of the Service. By accessing or using the Service, you acknowledge that you have read, understood and familiar this privacy
policy and its terms.

IF YOU DO NOT AGREE TO THE TERMS OF USE AND/OR THE PRIVACY POLICY OR OTHER POLICIES, GUIDELINES OR INSTRUCTIONS POSTED ON THE
SERVICE, DO NOT USE THE SERVICE.

If you have additional questions not answered here, contact the Koongo support to request more information. 

Updated: Nov 12, 2019

1. Basic information

1.1 Contact person

The data administrator for the personal data protection according to Article 4 (7) of GDPR is Koongo.

For all matters concerning the protection of personal data please contact:

GDPR compliance
The private policy is in compliance with GDPR.



https://www.koongo.com/
https://www.koongo.de/
https://www.koongo.nl/
https://www.koongo.dk/
https://www.koongo.es/
https://www.koongo.gr/
mailto:support@koongo.com


Jiri Zahradka, Koongo CEO

NoStress Commerce s.r.o.

Vyšehradská 1349/2,

Nové Město, 128 00

Praha 2, Czech Republic

jiri.z@koongo.com

1.2 Principle of processing personal data

The Koongo processes personal data in the compliance with the following principles arising from the Regulation:

legality, correctness, and transparency of processing;
purpose limitation - collection only for certain, expressly expressed, and legitimate purposes;
minimization of data - adequacy, relevance, and limitation of processing to the extent necessary in relation to the purpose;
accuracy and timeliness - the Koongo shall take all reasonable steps to ensure that personal data which are inaccurate, taking into account the purposes for
which they are processed, are erased or corrected without delay;
limited storage - personal data shall be stored in a form which permits the identification of data subjects for no longer than is necessary for the purposes for
which they are processed provided that the appropriate technical and organizational measures required by the existing legislation are in place to guarantee the
rights and freedoms of the data subject ;
integrity and confidentiality - personal data are processed in a manner that ensures their proper security, including their protection through appropriate technical
or organizational measures against unauthorized or unlawful processing and against accidental loss, destruction or damage

2. Sources and categories of processed personal data

2.1 Personally Identifiable Information

While using our Service, we may gather or ask you to provide us with certain personally identifiable information that can be used to contact, identify and invoice you.
Except as stated in this Privacy Policy, Koongo only collects personally identifiable information that you voluntarily provide to us. Personally identifiable information will
include your name, email address, company contact person details provided by the customer, postal address, business id, vat id, Application user name, password,
phone number, authentication certificates, social networking identifiers and communication platforms (e.g. Skype) and other information (hereinafter referred to as the
"Personal data"). 

Any comments or questions you submit through Koongo support desk are recorded as well. By using Service, you are giving Koongo permission to use and store such
information consistent with this Privacy Policy.

 2.2 Aggregate User and Tracking Information

While using our Service, some information about your visit may be automatically collected using cookies, log analysis software and other aggregate tracking
technologies. This information provides insights on how customers and visitors use the Koongo website, Service and other Koongo products. This data is anonymous
in nature and does not contain any personally identifiable information.

2.2.1 Cookies

Cookies are files with small amount of data, which may include an anonymous unique identifier. Cookies are sent to your browser from a web site and stored on your
computer's hard drive. We use cookies to collect information. You can instruct your browser to refuse all cookies or to indicate when a cookie is being sent. However, if
you do not accept cookies, you may not be able to use some portions of our Service. For more information, please visit the Cookies section.

2.2.2 Log File Analysis

Koongo also collects information from your computer each time you visit the Service using log file analysis software. Information measured, analyzed and collected in
this manner may include but is not limited to: your IP address, operating system, platform information, date and time of your click stream behavior, cookie information,
session information (includes: page interaction information, browser interaction information, page response times, length of visits to individual pages, and download
errors) and web browser software.

Information collected on how you use the Service does not include personally identifiable information. Though some personally identifiable information may be
collected in this process, the information collected is not used to track an individual’s use through the Service.

2.2.3 Third party services

In addition, we use third party services such as Google Analytics that collect, monitor and analyze this type of information in order to increase our Service's
functionality.

To improve the way we do things, we need some data about you, our customers. For this reason, we use third-party service called Smartlook that allow us to record
and analyse your behavior. Thanks to this, we can see trends and patterns which help us improve many areas of our business activities. This data is anonymous in
nature and does not contain any personally identifiable information. If you don’t want to be tracked by Smartlook on our website, you can opt out here.

These third party service providers have their own privacy policies addressing how they use such information.

2.2.4 Data processing

Finally, we collect Personal Data where we act as a data processor. We process Personal Data on behalf of our customers in the context of supporting the Service.
Where a customer subscribes to our Service for their online store, system or platform, they are able to retrieve Personal Data from consumers and/or businesses from
their account(s) at online Marketplaces or Platforms as, but not limited to, Amazon, Beslist.nl, and Bol.com. When an order has been placed at such a Marketplace or
Platform, we collect and store the order data (including Personal Data) to collectively send it to the system or platform of our customers.

3. Legal reason and purpose of personal data processing

3.1 Legal reason for your personal data

The legal reason for your personal data processing is:

mailto:jaromir.muller@getready.cz
mailto:iri.z@koongo.com
https://resources.koongo.com/documents/Cookies.pdf
https://resources.koongo.com/documents/Cookies.pdf
https://www.smartlook.com/opt-out/
https://www.smartlook.com/opt-out/
http://beslist.nl/
http://bol.com/


the fulfillment of the contract according to Article 6 (1) b) GDPR, fulfillment of the statutory obligation of the administrator pursuant to Article 6 (1) c) the GDPR
and the legitimate interest of the Provider pursuant to Article 6 (1) f) GDPR. Koongo will send you Service setup instruction, support period expiration
notification or any major update/upgrade information related to Service or other Koongo products.
negotiation of the contract or its preparation pursuant to Article 6 (1) b) GDPR (e.g. filling in the inquiry or contact form, creating a user account in the eshop or
failing to complete an purchase)
the legitimate interest of the Koongo in providing direct marketing (in particular for sending business messages and newsletters) under Article 6 (1) f) GDPR.

The personal information is required when placing the order or activating the Service (connecting the customer store to Service).

3.2 Purpose of personal data processing

Koongo will not sell, exchange or otherwise distribute your personally identifiable information without your consent, except to the extent required by law, in accordance
with your instructions, or as identified in this privacy policy.

The purpose of personal data processing is:

fulfilling your order or activate the Service and performing the rights and obligations arising from the contractual relationship between you and the Koongo;
personal data (name, address, contact) is a necessary requirement for the conclusion and performance of the contract, without the personal data it is not
possible to conclude the contract or to fulfill it by the Koongo,
sending business messages and performing other marketing activities.

The personal data we collect from you may be used in one of the following ways:

To deal with your inquiries and requests
To create and administer records about any online account that you register with us
To provide you with information and access to resources that you have requested from us.
To provide you with technical support (your information helps us to better respond to your individual needs)
To improve our website (we continually strive to improve our website offerings based on the information and feedback we receive from you), including to
improve the navigation and content of our sites
For website and system administration and security
For general business purposes, including to improve customer service (your information helps us to more effectively respond to your customer service requests
and support needs), to help us improve the content and functionality of our Service, to better understand our users, to protect against wrongdoing, to enforce
our Terms and Conditions, and to generally manage our business
To process transactions and to provide Services to our customers and end-users
For recruitment purposes, where you apply for a job with us
To administer a contest, promotion, survey, or other site features
To improve advertising campaigns, primarily in an effort to prevent targeting of impressions via third-party channels when they are not relevant
To send e-mails, both either periodic or one off. The e-mail addresses you provide for invoicing or support questions will be used to send you information
regarding payments, invoicing or answers to your questions as well as proactively for important updates of our Service. When it is in accordance with your
marketing preferences, we will send occasional marketing e-mails about our Service, which you can unsubscribe from at any time using the link provided in the
message.

 3.3 Automated decision-making process

The Koongo does not use automated individual decision-making process within the meaning of Article 22 GDPR. 

3.4 Other Websites

Koongo does not share personally identifiable information with business partners who display or offer Koongo products or services on their Websites.

3.5 External Links

The Website may include links to other websites whose privacy policies Koongo does not control. Once you leave the Koongo website, use of any information you
provide is governed by the privacy policy of the operator of the website you are visiting. That policy may differ from Koongo's policy and is not covered within this
privacy policy.

3.6 What you get from Koongo

Koongo believes that honest and clear communications with customers and users is a key part of a great experience. All of Koongo's email communications contain
information on how to unsubscribe, and Koongo honors all requests as quickly as possible. Below are examples (without limitation) of communications you may
receive from Koongo:

3.6.1 Registration Email Messages

When you join for an account, you will receive an email confirming your registration (as applicable). The email message will contain your name, the email address you
provided and your Koongo sign-in information.

3.6.2 Marketing or Promotional Emails

In case the Koongo processes the customer's personal data for other purposes that can not be subordinated to the legitimate interest or performance of the contract,
he can only do so on the basis of a valid consent to the processing of personal data by the customer, which is an expression of free will of the customer a specific title
for such personal data handling.

The customer needs to explicitly agree with the personal data processing. The email address will be processed for inclusion in the business messaging database.

You can accept consent at any time, for example, by sending a letter, email or a click to a link in your business message. Withdrawal of consent will result in the
suspension of commercial communications.



4. Personal data handling

4.1 Personal data handling period

The Koongo keeps Personal Data:

for as long as necessary for pre-contractual negotiations, exercise of rights and fulfillment of contractual obligations, and fulfillment of statutory obligations of
Koongo, particularly as regards the management of prescribed accounting, tax and similar records.
for the period of maximum 1 years for the customers who registered for Koongo account but not activate the Service or placed any order. We expect that during
this period you might be still interested in products purchase or Service activation. After the time period above, the Koongo account will be deleted.

4.2 Personal data handling termination

The Koongo terminates the handling of customer data after the termination of the contractual relationship, after the expiry of the period specified in the consent to the
processing of personal data or after forfeiture of the legitimate reasons for the archiving of personal data.

5. Personal data processors 
Personal data are processed automatically and manually and can be  available to the Koongo's employees. Personal data can be available also to the processors with
whom the Koongo has entered into a contract for the processing of personal data if this is necessary for the fulfillment of their duties. Personal data can be available to
another person under the conditions which are compliant with the Regulation.

The processing of personal data is carried out by the Koongo, the personal data can be processed also by these processors: 

accounting service provider
persons involved in the supply of goods/services/realization of payments on the basis of a contract
server hosting provider - SuperNetwork s.r.o., located in the Czech Republic
other services related to the operation of the web application
email client provider;
MailChimp software - servers are located in the USA; MailChimp complies with the EU-US Privacy Shield Framework, ensuring adequate protection of personal
data within the meaning of the GDPR Regulation. 
Intercom support desk software - servers are located in the USA; Intercom complies with the EU-US Privacy Shield Framework, ensuring adequate protection
of personal data within the meaning of the GDPR Regulation. 
external contractors
Payment providers

the relevant bank institution, Fio banka, a.s.
PayPal, 2211 North First Street San Jose, California 95131
GOPAY s.r.o., Planá 67, 370 01 Planá, Czech Republic
PAYONE GmbH · Lyoner Straße 9 · 60528 Frankfurt/Main · Germany
billwerk GmbH, Mainzer Landstraße 51, 60329 Frankfurt am Main
BILLWERK+Denmark A/S, Pilestræde 28A, Copenhagen , 1112 ,Denmark
Reditus B.V., Europalaan 1003526 KS, Utrecht, Netherlands
Stripe, 510 Townsend Street, San Francisco, CA 94103, USA

Alternatively, other providers of processing software, services, and applications that are currently not used by the Koongo.

For detailed list of Personal Data processors, please contact us at support@koongo.com.

6. Personal data - customer rights 

6.1 Customer rights

Under the terms of the GDPR you have

(a) the right to access your personal data under Article 15 of the GDPR,

(b) the right to correct personal data under Article 16 of the GDPR, or the restriction of personal data processing under Article 18 GDPR,

(c) the right to delete personal data under Article 17 of the GDPR. The Koongo is obliged to delete the personal data without undue delay in compliance with the
reasons stated in the Regulation:

personal data are not necessary for the purposes for which they were collected or otherwise processed and there is no other purpose of processing;
customer withdraws the consent to the personal data processing and there is no further legal title for processing;
the customer objects to processing and there are no overriding grounds for further processing;
personal data have been processed unlawfully;
personal data must be erased in order to comply with a legal obligation laid down by the EU or national legislation applicable to the Koongo;
personal data were gathered in connection with the provision of information society services. Details and exceptions to this right are governed by the
Regulation;

(d) the right to object to personal data processing under Article 21 GDPR and

(e) the right to personal data portability under Article 20 GDPR

(f) the right to withdraw consent to product data processing, referred in the section 3.2, in writing or electronically to the address or email address of the Koongo.

(g) the right to file a complaint with the Personal Data Protection Office if you believe that your privacy has been violated.

The Koongo limits the processing of the personal data in any of the following cases:

the data subject denies the accuracy of the personal data for the time necessary to verify the accuracy of the personal data;
the processing is unlawful and the data subject refuses the deletion of personal data and instead requests restrictions on its use;
the Koongo no longer needs personal data for processing but the data subject is required to identify, exercise or defend legal claims; 
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the data subject has objected to processing until it has been ascertained whether the legitimate reasons for the controller outweigh the legitimate reasons for
the data subject;

6.2 Accessing and Updating your Information

The minimal personally identifiable information for Service activation or purchasing a Koongo product is customer email address, password, billing address and
payment method information.
Customers may view and change their personally identifiable information by logging into their password-protected account. Once logged in, click the ‘Edit Account’
link. From here a customer may update their personal information, password, billing, and subscription information, including the ability to close their account.

It may take a reasonable period of time to respond to any request to cancel or modify an account. If you request the deletion or modification of your personal
information maintained by Koongo, such information may be retained for a period of time in Koongo's backup systems as a precaution against system failures. Some
information may be retained for longer periods as required by law, contract or auditing requirements.

7. Personal data protection

7.1 Protection

Koongo understands that the safety of your personal information is extremely important to you. That is why Koongo uses both electronic and other measures to keep
your information protected from unauthorized access. We use industry-standard Secure Socket Layer (SSL) software to protect the transmission of information that
you submit to the Website. This software encrypts the information that you input.

While we use current industry standard procedures to protect your privacy, unfortunately, no data transmission or storage security can be guaranteed 100% of the
time. In addition, third parties may unlawfully intercept or obtain information from the Website. We do not promise that your personally identifiable information will
remain private in such cases.

The processing of personal data may be processed by the processors solely on the basis of a contract for the processing of personal data, with the guarantees of
organizational and technical security of these data and with the definition of the purpose of the processing, and the processors may not use the data for other
purposes.

7.2 Security breach

In the event of a breach of security of data handling or data leakage, the Koongo shall promptly inform the Customer and the Office for Personal Data Protection within
72 hours.

8. Miscellaneous
1. By submitting an order to Koongo, registering for account (at store.koongo.com, my.koongo.com or support.koongo.com) or activating the Service, you
acknowledge that you are aware of the privacy policy and that you accept it in its entirety.

2. You acknowledge that you are familiar with these terms by checking your consent via the online form. By confirming your consent, you acknowledge that you are
aware of the privacy policy and that you accept it in its entirety.

3. Please visit also Koongo Terms and Conditions section establishing the use, disclaimers, and limitations of liability governing the use of the Website.

4. We may update our Privacy Policy from time to time. We will notify you of any changes by posting the new Privacy Policy in the Service. You are advised to review
this Privacy Policy periodically for any changes. Changes to this Privacy Policy are effective when they are posted on this page. If you do not agree to the revised data
protection regulations, you can deactivate your account at any time.

9. Questions
If you have any questions about this privacy policy, please contact us. Koongo respects your rights and privacy, and will be happy to answer any questions or
concerns you might have.

Please feel free to contact us through our website or write to us at:

NoStress Commerce s.r.o

Vyšehradská 1349/2, Nové Město

128 00 Praha 2

Czech Republic

support@koongo.com
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